Attachment A, Transport and Shipping Security SOP

Template Flow Chart

1

Identify
Assets

- List what materials, items and information require transport

and shipping security from a legislative or legal standpoint [e.g.,
national laws, international regulations, alliance agreements (UN or
EU for example)]

- List what materials, items and information require transport and
shipping security from a national security standpoint [e.g., biohazard
value (something that may be used as a weapon), strategic value
(technique or technology that gives advantage to a country)]

there a cost limit, are there certain conditions
that must be met for purchase?)

- Identify who verifies that the materials have
met the requirements prior to purchase

4 N
- Describe how the package should be secured
to/in the conveyance
- Describe security features of packaging - List what kind(s) of non-motorized vehicle
determined by the risk assessment for that item canbe used (e.g., locking cart)
- Many aspects of the packaging may be dictated by - List what kind(s) of motorized vehide can be
biosafety concerns, which should be considered used (e.g., locked car, van or truck)
A 4 when describing packaging requirements, and could A 4 - Specify if the conveyance should be inoperable A 4
serve pur;?os'es that are responsive to both safety when left unattended
) and security issues 5 - Specify if the conveyance would have a phone 8
. - Where possible, describe how packaging is made ’ nearby in the event of a problem .
RDeSCrIbZ tamper-proof (e.g., rigid, impenetrable and securely sescrlbz - Specify if the conveyance should have tracking RDeSCIijZ
equire locked) equire beacons equire
Packaging - If tamper-proof is not possible, describe how Transport - Specify if the conveyance should have a Shipping
packaging is made tamper-resistant (e.g., rigid tampering/theft alarm
materials, difficult to cut/tear seals) - Specify how the route should be customized to
-In all cases, describe how packaging is made avoidrisks (e.g., away from high crime areas;
tamper-evident (e.g., tamper evident seals or tape) not involving potential bottlenecks, roadblocks
- Describe the several layers of security required for ortrafficjams; routed through areas with good
each item law enforcement and emergency response
- Identify which packaging is appropriate to which coverage; through areas which have good
method of movement (transport vs. shipping) (e.g., phone coverage)
primary seals, protective secondary containers,
outer packaging, outer seals, labels, tamper-proof,
tamper evident, leak/tear/breakage resistant,
identity of content obscured as much asis allowable
under hazardous shipping regulations, trackable
beacon)
- Describe the protection the packagin
. ! . P ! . packaging - Describe the protection the transport provides
provides against loss (e.g., is the package . .
. X against loss [e.g., is the package held to t he
properly sealed, is the package labelled with an S ! X .
o vehicle in a fashion that prevents it from falling
address to return it to if found) .
. . . . offthe vehicle, are the packages
Describe the protectionthe packaging provides .
A\ 4 . . Y regularly checked against a database or roster A\ 4
against theft (e.g., is the package made to . o .
. . . ateach point onitsjourney (e.g., as by tracking
appear as thoughit contains nothing of . . o
. . X number), is the package easily seen or verified
3 economic or political value, is the package 6 5
devoid of outer |abelling th by the transporter at all?] 9
. g that would draw ib . . .
Describe . . . . Describe - Describe the protection the transport provides . oy
- nefarious interest, is the package of sufficient - X . o Describe Existing
Existing size that it is difficult to conceal in a pocket or Existing against theft (e.g., is the package locked wit hin Shiopin
Packaging coat) P Transport the vehidle, is the vehicle difficult to steal, is the pping
- Describe the protection the packaging provides package within the. direct custody of the
. . . . transporter at all times?)
against diversion (e.g., is the package . . .
. . . . - Describe the protection the transport provides
tamper-proof/tam per-resistant; is the interior ) . ) .
. . against diversion (e.g., is the transport tamper-
accompanying paperwork specific as to the . . . .
. . proof/tam per-resistant; is the interior
nature and amounts/volumes of material which accompanying paperwork specific as to the
hould be verified ipt)?
shou verified upon receipt) nature and amounts/volumes of material which
should be verified uponreceipt?)
- Specify how individuals search for transport
methods
v A 4 - Specify how individuals search for transport h 4
methods (e.g., visit to commercial shop, working
4 - Identify how individuals search for packaging with avendor, using search termsin a database or 10
. materidls (e.g., specific manufacturers, supply . website) .
Iden.t ify vendors, visit to commercial shop) Identify - Specify what requirements are on the products or ‘Ide.nt ify
Packagi r'1g to - Describe the requirements of products or Tranqurtto vendors (e.g., are certain vendors required, is there Shlppln.g to
Acquire vendors (e.g., are certain vendors required, is Acquire a cost limit, are there certain conditions that must Acquire

be met for purchase?)
- Identify who verifies that the methods have met
the requirements prior to purchase

Transportation &
Shipping SOP

Secured Transport and
Shipping
Custody Form

Secured Transport and
Shipping Log

- Designate who will confirm that transported
and shipped materials were properly packaged,
received on time and in the type and amounts
described inthe custody form

- Describe how they will confirm this
information

- Describe how and to whom they will report any
discrepancies

- Describe when, how and by whom scheduled
performance checks should be performedon
conveyances (induding modifications which
affect the package)

- Describe when, how and by whom scheduled
performance checks should be performedon any
re-useable packaging

- Describe when, how and by whom scheduled
preventative maintenance should be performed
on conveyances (including modifications which
affect the package)

- Describe when, how and by whom scheduled
preventative maintenance should be performed
onany re-useable packaging
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Acquire
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12
Establish Policy

13
Establish
Procedures

14
Establish
Responsible
Personnel

15
Provide

16
Monitor

17
Maintain

System

Validation &
Reconciliation

- Indicate who verifies that the acquired items

are what was requested

- Indicate who verifies that the acquired items
work as described to provide security

- Specify who verifies that the acquired items
donot sacrifice biosafety (e.g., afully
sealed container cannot have dry ice)

- Identify whois authorized to package, receive,
ship and transport

- Specify the requirements that must be
met when packaging, receiving,
transporting and shipping

- Specify the penalties for failing to
adhere to the requirements

- Indicate whoisresponsible for investigating
incidents

- Specify whois responsible for implementing
corrective actions

- List the steps taken when receiving secure
materials, items and information (e.g.,
inspecting package for damage, tampering or
leakage; opening package to confirm contents,
signing for custody of items, placing of itemsin
appropriate location andrecording them in
assocdiated material control and accountability
system)

- List the steps taken when packaging secure
materials, items and information [e.g., selecting
appropriate primary, secondary and outer
packaging as required; sealing and labeling of
consecutive layers, indusion of required forms
at the best layer (most sensitive information at
the innermost possible layer)]

- List the steps taken when transporting secure
materials, items and information

- List the steps taken when shipping secure
materials, items and information

- Identify personnel who are properly trained,
have the appropriate access authorization and
have the responsibility for receiving, packaging,
transport and/or shipping

- Describe how to provide the materials
responsible personnel need to be provided in
order to accomplish secure receiving, packaging,
transport and shipping

- Describe how to provide the communications
with transporter, shippers and the receiving
fadility

- Describe how to provide access toareas where
materials ready to ship or materials just
received may be kept until the appropriate
personarrives (e.g., keys tolocked storage
cages, badgesto enter areas where secure
refrigerators or freezers are present)

Biosecurity
Program Plan

- Describe how the package should be secured
to/in the conveyance

- List what kind(s) of non-motorized vehicle

can be used (e.g., locking cart)

- List what kind(s) of motorizedvehide can be
used (e.g., locked car, van or truck)

- Specify if the conveyance should be inoperable
when left unattended

- Specify if the conveyance would have a phone
nearby in the event of a problem

- Specify if the conveyance should have tracking
beacons

- Specify if the conveyance should have a
tampering/theft alarm

- Specify how the route should be customized to
avoidrisks (e.g., away from high crime areas;
not involving potential bottlenecks, roadblocks
ortrafficjams; routed through areas with good
law enforcement and emergency response
coverage; through areas which have good phone
coverage)

- Describe the protection the conveyance
provides against loss [e.g., is the package held
to the vehicle in a fashion that prevents it from
falling off the vehicle, are the packages
regularly checked against a database or roster
at each point onits journey (e.g., as by tracking
number), is the package easily seen or verified
by the transporter at all times?]

- Describe the protection the conveyance
provides against theft (e.g., is the package
locked within the vehicle, is the vehicle difficult
to steal, is the package within the direct custody
of the transporter at all times?)

- Describe the protection the conveyance
provides against diversion (e.g., is the transport
tamper-proof/ tamper-resistant; is the interior
accompanying paperwork specific as to the
nature and amounts/volumes of material which
should be verified upon receipt?)

- Describe how well the route is customized to
avoidrisks (e.g., away from high crime areas;
not involving potential bottlenecks, roadblocks
or trafficjams; routed through areas with good
law enforcement and emergency response
coverage; routed through areas which have
good phone coverage)?

- Specify how individuals search for shipping
methods

- Specify how individuals search for shipping
methods (e.g., working with a vendor, using
searchterms in a database or website)

- Specify what requirements are for shippers
(e.g., are certain vendors required, is there a
cost limit, are there certain conditions that must
be met?)

- Identify who verifies that the methods have
met the requirements prior to purchase

18

Investigate

19
Report

reconciliation)

Incident Response Log

- Describe when, how and by whom a receiving,
packaging, transport or shipping incident is
assessed inreal-time (e.g., has a hazardous
release occurred, is local emergency response
required)

- Describe when, how and by whom an extensive
investigation is carried out into a receiving,
packaging, transport or shipping incident

- Describe when, how, by whom and to whom a
report on the findings of a real-time assessment
of areceiving, packaging, transport or shipping
incident is reported

- Describe when, how, by whom and to whom a
report on the findings of a investigation into a
receiving, packaging, transport or shipping
incident is reported

BRM Manual

- Describe how the system is validated (e.g.,
auditing against third party billing, Custody
Forms vs. Transport and Shipping Log

- Describe when the system is validated (e.g., re-
validations brought on by change, required
reconciliations suggested by incidents)

- Identify whois notified of discrepancies

- Describe the process for evaluating lessons
learned and implementing corrective actions.
Track statusin Incident Response Form and

Incident Response
Form

Incident Response Log

- Refer to BRM Manual: Chapter XXI, Emergency
and Incident Response, Reporting and
Investigation; Chapter XXII, Biorisk Management
System Assessment and | mprove ment
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